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Introduction
The growing trade* in cross-border electronic commerce (E-Commerce) has changed the way
businesses and consumers market, sell, and purchase goods, providing wider choices,
advance shipping, payment and delivery options. It has also opened up economic
opportunities to micro, small and medium enterprises (MSMEs) providing access to overseas
markets due to reduced costs of online transactions.
This fast evolving trading environment pose challenges and requires comprehensive solutions
from all stakeholders, including Customs authorities, to manage growing volumes, and to
address associated risks.
The lack of global standards for effective management of cross-border E-Commerce has an
impact on trade facilitation, safety and security, compliance and on how data is collected.
Customs and other border agencies play a crucial role in the flow of E-Commerce shipments
and as such, there is a need for a strategy to secure the legitimate movement of global ECommerce trade with minimum intervention.

* Business to consumers e-commerce is expected to grow by 27 % between 2018 and 2019
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Cross-Border E-Commerce
- Essential elements to consider in defining e-Commerce
The term refers to buying and selling goods and services and to the transfer of money using the internet.

Destined to a
consumer
(B2C and C2C)

Online ordering,
sale,
communication
and, if applicable,
payment

What?
Physical goods

Cross-border
transaction/shipment

This Framework sets standards mainly for B2C and C2C transactions. However, Members are
encouraged to apply the same principles and standards to Business-to-Business (B2B)
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transactions.

Challenges faced by Customs Administrations
Trade facilitation and security
•
•
•
•
•

High number of low-value* small shipments
Ensuring speed and efficiency in the clearance process
Managing risks posed by limited knowledge on importers
and supply chain (occasional shippers and buyers)
Ensuring data quality (accuracy and adequacy of the data
received
Role and responsibilities of operators to assist
governments need to be properly defined

Fair and efficient collection of duties and taxes
•
•
•

Identifying abuse or misuse of de minimis thresholds
Splitting of consignments, under-invoicing and
misdeclaration
Classification and origin

Society Protection - Criminal exploitation of e-commerce
•
•
•
•

Illicit trade and smuggling
Drug trafficking
Counterfeited and pirated goods
Illicit financial flows & Money laundering

* Low-value definition varies from country to country
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WCO Luxor Resolution
Outlines eight guiding principles of cross-border E-Commerce:
o PRINCIPLE I - Advance Electronic Data and Risk Management
o PRINCIPLE II - Facilitation and Simplification of procedures
o PRINCIPLE III - Security and Safety
o PRINCIPLE IV - Revenue Collection
o PRINCIPLE V - Measurement and Analysis
o PRINCIPLE VI - Partnerships
o PRINCIPLE VII - Public awareness, outreach, capacity building
o PRINCIPLE VIII - Legislative Frameworks
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Framework of Standards: Key Elements and structure
To guide administrations in developing strategic and operational frameworks for E-Commerce, the
WCO developed a Framework of Standards on Cross-Border E-Commerce as well other guidance
materials further enriching the Framework.
Based on the 8 Principles (Luxor Resolution) sets out 15 Standards
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http://www.wcoomd.org/en/topics/facilitation/instrument-and-tools/frameworks-of-standards/ecommerce.aspx
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15 Global Standards
Legal Framework for
Advance Electronic Data

Expanding the Concept of
AEO to Cross-Border ECommerce

Public-Private
Partnerships

Use of International
Standards for Advance
Electronic Data

Models of Revenue
Collection

International
Cooperation

Risk Management for
Facilitation and Control

De Minimis

Communication, Public
Awareness and Outreach

Prevention of fraud and
Illicit Trade

Mechanism of
Measurement

Inter-Agency Cooperation
and Information Sharing

Explore technological
developments and
innovation

Use of Non-Intrusive
Inspection Technologies
and Data Analytics

Simplified Clearance
Procedures
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Standards
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Advance Electronic Data
o

The use of advance electronic data for effective risk management is
essential for trade facilitation, security and safety, revenue collection and
measurement and analysis.

o

Customs administrations, in close co-operation with relevant parties
involved in the E-Commerce supply chain, should regulate a data set
required to conduct an appropriate risk assessment and to ensure the
collection of duties and/or taxes.

o

Stakeholders in the E-Commerce supply chain who are in the best
position to provide that data should be identified.

o

Customs administrations should clearly stipulate the data required, the
purpose, the method for collecting the data, the length of time the data is
required to be retained, and which parties the data may be shared with.
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CONSUMER

HS?

VENDOR
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LOGISTIC INTERMEDIARIES
Express, Postal Operator,
Customs Broker, etc
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This WCO–UPU Postal Customs Guide is a joint WCO–UPU information
source for Posts and for Customs Administration staff dealing with postal
customs clearance.
The UPU Convention and the Regulations to the Convention have many
references to customs issues.
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Type of information for small packets/parcels
According to International Post Corporation
survey, 84 % of cross-border goods bought online
are classified as small packet and 83 % of total
packets transported are valued under 100 USD
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Customs officials to use the postal forms CN 22 and CN 23 for customs
purposes. Data could be transferred by using EDI (Electronic Data Interchange)
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CN 23 form is to be used for
high-value items – where
the value is over 300 SDR*
* Special Drawing Right is a
monetary unit used by Posts
with code XDR
300 SDR ~ 412 USD

At its 35th meeting, in October 2015, the WCO–UPU Contact Committee agreed in principle to update the CN
22 and CN 23 customs declaration forms. The changes were formally endorsed by the relevant UPU and
WCO governing bodies in 2016. The amended forms entered into force on 1 July 2017.
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Standards

21

Standards
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Measurement and Analysis
o

The main sources for the measurement of data include Customs', logistics providers',
postal and express operators' and e-vendors/platforms/marketplaces’ systems.
Depending on national laws, some of these systems may not be readily available in
all countries.

o

In collecting statistics on E-commerce goods, different methods can be used
depending on national policies, and the types of transactions involved.

o

Customs administrations are encouraged to develop an interoperable measurement
system and collect data according to the WCO Data Model to ensure high-quality,
reliable and comparative statistics across all countries.

o

Customs administrations are also encouraged to collect data for statistical purposes
and policy analysis, without creating an additional burden on E-commerce
stakeholders.

o

The measurement of cross-border E-Commerce goods should follow the international
standards for merchandise trade statistics as outlined in International Merchandise
Trade Statistics: Concepts and Definitions 2010 (IMTS2010), to the extent possible.
Use customs records as the main and normally preferred data source (para. 8.2).
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WCO Study Report on Cross-Border E-Commerce
http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/activities-and-programmes/ecommerce/wco-study-report-on-e_commerce.pdf?db=web

The WCO has carried out a short survey to collect Members’ current practices and
ongoing and/or future initiatives on cross-border low-value e-commerce. As of August
2016, 48 Members had responded to the survey.
o

Sometimes, occasional buyers and sellers are not aware of the rules and
regulations of exporting and importing countries because the information is not
readily available in an electronic environment.

o

The declarations for e-commerce goods which are reported are often lacking
information, with implications to risk assessment and statistics.

o

Numeric fields like the HS are not always compulsory fields in the Customs
declaration

o

Data exchange with postal operators is even more challenging because postal
operators lack the necessary information technology to allow for the electronic
exchange of information.
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WCO Study Report on Cross-Border E-Commerce
o

Duties and taxes are collected on goods with a value above the specified de minimis
threshold. A majority of Members indicated that a simplified declaration and clearance
process is provided for goods below the de minimis thresholds. The simplicity of this
method of importing low-value goods has also contributed to an increase in such shipments
and associated challenges in terms of revenue collection.

o

Due to lack of resources Customs focus control in goods above de minimis thresholds*.

o

These thresholds have given sellers and buyers an incentive to undervalue or misdeclare
consignments. E-commerce shipments are often claimed to fall below de minimis
thresholds in order to avoid paying any duties and taxes.

o

Many consignments are sent from the commercial consignor as “gifts” even if they are
normal sales/purchases.

o

Focus on Value rather than in identifying goods.

o

Different de minimis thresholds.

Copyright: US Customs and Border Protection

Challenges
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De minimis thresholds
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HS is a base classification,
and widely used
From UNSD sources
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Some problems related to measurement

Limitation of HS
(Statistical
Perspective)

From UNSD sources
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WCO and the future of the Harmonized System
o

At the 30th anniversary of the HS, the WCO started consultations with
various stakeholders, including UNSD for the Strategic Review of the HS.

o

On 2 - 3 May 2019, the World Customs Organization (WCO) hosted the
Global Conference on the future of the Harmonized System (HS), which
gathered over 300 participants from Member Customs administrations,
partner international organizations, industry associations, trade
professionals, import/export companies and academia.

o

The WCO Conference on the future of the Harmonized System
recognised that the HS is an essential tool for the global trade system and
plays a central role in trade and statistics.

o

While expressing the view that the HS was still relevant and “fit for
purpose”, the Conference also endorsed the idea that there was room for
improvement to ensure that the HS remains compatible with current trade,
changes in technology and the needs of users.
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WCO and UNSD
o During the last 2 Review Cycles (10 years),
involving more than 580 set of amendments, no
changes were proposed for official statistical
purposes (although some arose from industry’s
desire for data).
o The WCO would welcome input from UNSD into
the Harmonized System Committee’s current
negotiations for the 2027 edition of the HS if
changes to headings or subheadings are
required for statistical purposes.
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Thank you

